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AGENT GENERATES PUBLIC AND 
PRIVATE KEY PAIR FOR SYSTEM 
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AGENT COMMUNICATES PUBLIC KEY 
TO ALL OTHER PARTIES IN SYSTEM 



EACH PARTY EXTRACTS A COMMON 
BENCHMARK SOURCE FROM A CENTRAL CLOCK 



EACH PARTY AGREES ON A STARTING INTERVAL KEY 
WITH REFERENCE TO THE COMMON BENCH MARK 
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EACH PARTY ITERATIVELY GENERATES THE NEXT 
INTERVAL KEY INDEPENDENTLY BY ENCRYPTING 
THE INTERVAL KEY WITH THE PUBLIC KEY 



THE CURRENT INTERVAL KEY IS THEN DESTROYED 
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COMMUNICATION IS INITIATED BASED 
ON INTERVAL INDEX AGREEMENT 



PARTIES EXCHANGE OR BROADCAST THEIR 
RESPECTIVE CURRENT INTERVAL INDEXES 



ESTABLISH A COMMON INTERVAL KEY: THE PARTY 
WITH THE OLDEST INTERVAL INDEX COMPUTES THE 
SUCCESSIVE INTERVAL KEYS UNTIL ITS INTERVAL 
INDEX CONFORMS TO THE LATEST INTERVAL INDEX 



THE PARTIES, KNOWING THE COMMON INTERVAL 
KEY BETWEEN THEM ENCRYPTS THE NEXT LOWER 
LEVEL OF COMMUNICATION (I.E., THE MESSAGE TO BE 
SECURED) USING THE COMMON INTERVAL KEY 
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COMMUNICATE ENCRYPTED MESSAGE 
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EACH PARTY UPDATES INTERVAL INDEX AND 
RECOMPUTES INTERVAL KEY USING PUBLIC KEY 
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FIG. 2 



